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Foreword

� The question is a particular case of a more general 
one:

Could the responsibility for any problems of 
“standard-compliant” systems also depend on the 
standards themselves?
What if any of such problems includes safety?
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Grounds and motivations - 1

� Efficacy of Standards (software Standards for safety 
critical systems) investigated in 1990’s

� Renewed interest on the efficacy of [Safety] Standards
� ECCT 2014: “Are Standard unplanned experiments?”

A common belief was under discussion:
“the ability of Safety Related Standards to provide safe 
systems is generally taken for granted and safety problems 
with the systems are caused by non-compliance”

� Experience gained at ISTI-CNR on Requirement 
Engineering, typically on “requirement disambiguation” 
(also an output of ECCT2014)
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Grounds and motivations - 2
� Outcomes from the 1990’s (works by Fenton et al.):

� overemphasis on process rather than product

� Imprecisely testable requirements

� Non-consensus technical recommendations

� Unclear about risks and benefits

� too big and poorly organized (and abstraction levels mixing)

� Outcomes from an 2014-2015 investigation (NASA et al.):
� What exactly developers must do for compliance?

� One-developer assumption

� Ambiguous assurance requirements

� Unsolved problem of complex software behaviour at system level

� Confidentiality of data
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Grounds and motivations - 3

� Detecting and removing ambiguity from requirements 
expressed in natural language has been one of the 
objectives of RE: methods and tools have been proposed 
worldwide.

� The investigation has been extended in other areas 
(manuals, contracts, legal documents, laws) 

� Why not Standards?
� Can methods and tools used in RE be used also in 

Standards? With what differences? 
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Reqs. non-ambiguity as an aspect of a 
general quality model for requirements

Standard and

Requirements

Requirements

Typical
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QuARS tool – ambiguity related 
detectable characteristics 
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Quality Characteristics and Sub-characteristics 
Lexical Vagueness: items having a non-uniquely quantifiable meaning 

(“adequate”, ”easy”,  “bad”, “clear”, “far”, “close”, ...  )
Subjectivity: personal opinions or feelings
(“simple”, “known”, “similar”, “taking into account”, …)
Optionality: optional parts (may or may not be considered)
(“possibly”, “if needed”, “if appropriate”, ... )

Syntactical Implicity: subjects or objects are not expressed by means of their 
specific name
(“The previous task”, “it”, ... )
Under-specification: Generic terms are used without adjectives or 
specification (such as “of …”)
(“The manual ”, “access to”, “interface”, “function”, “document” …)
Multiplicity: more than one main verb or subject occur in 
requirement
(“< sentence> and / or <sentence>”, ...)
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A tool developed at ISTI-CNR
� QuARS (Quality Analyzer for Requirement 

Specification), late 1990’s – 2012
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Project Reqs. vs. Standard Clauses
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Project requirements Standard clauses, 
annexes, …

Traditional review 
effort

Moderate and limited Very high

Impact
(how many users, ..)

Limited Full domain (developers, 
assessors)

Generality
Limited
(product oriented)

Higher
(process oriented)

Stability

Moderate
(Continuous	
requirement process)

Higher
(reference	for	a	
community)
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Findings using QuARS
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QuARS ANALYSIS EN	50128:	2011	- Clauses ERA	ERTMS
sentences flagged % sentences flagged %

Lexical
Optionality 624 4 0,6 645 5 0,8
Subjectivity 624 8 1,3 645 5 0,8
Vagueness 624 141 22,6 645 86 13,3
weakness 624 41 6,6 645 36 5,6
Syntactic
Implicity 624 54 8,7 645 29 4,5
Multiplicity 624 253 40,5 645 105 16,3
Under-specification 624 115 18,4 645 11 1,7
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Findings using QuARS

"Are Standards ambiguity-free reference ..."  - RSSRail 2017 - Pistoia

11



NATIONAL
RESEARCH
COUNCIL

Meaning and impact of the warnings

� The warnings are just potential defects. A manual 
inspection is needed to decide if warnings denote real 
ambiguities (false positive removal)

� False positives run to about 40-50% of warnings, higher 
for Standards

� Much actual research work is devoted to reduce false 
positive removing effort

� Once false positives are removed, an impact or risk 
analysis is expected to justify text correction
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QuARS results on EN50128:2011
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� Clause 7.3.4.19 (interface description)

The line number:
131. g) existence of synchronization mechanisms between functions (see e)). 
contains a unspecified sentence because the term: function

� Which function (safety, non-safety, ..) ? At what 
abstraction level?
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QuARS results on EN50128:2011

"Are Standards ambiguity-free reference ..."  - RSSRail 2017 - Pistoia

14

� Clause 8.4.4.8 (application data/algorithms production)

The line number:
554. a) that the application test specification meets the general
requirements for readability and traceability (5.3.2.7 to 5.3.2.10 and 6.5.4.14
to 6.5.4.17) as well as the specific requirements expressed in the subclause
(8.4.4.6), 
is defective because it contains the wording: general 

� Clearly a false positive, since there is a definition 
of “general requirements for …”
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QuARS results on EN50128:2011
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� Clause 8.4.4.6 (application data/algorithms production)

The line number:
581. 8.4.8.6 care must be taken in the verification process and validation test 
phase of the generic software in order to assure that all relevant
combinations of data and algorithms are considered.
is defective because it contains the wording: relevant 
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QuARS results on EN50128:2011
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� Clause 6.7.4.9 (support tools)

The line number:
500. 6.7.4.9 where automatic code generation or similar automatic 
translation takes place, the suitability of the automatic translator for safety-
related software development shall be evaluated at the point in the 
development lifecycle where development support tools are selected. 
is defective because it contains the wording: similar 

• Which other translators? From what to what?
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QuARS results on EN50128:2011
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� Clause 6.6.4.1 (change management)

The line number:
392. a) the documentation needed for problem reporting and/or corrective 
actions, with the aim of giving feedback to the responsible management; 
is defective because it contains the wording: and/or
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QuARS results on EN50128:2011
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� Clause 7.3.4.31 (software integration test specifiction)

The line number:
169. b) it shall be shown that the software behaves in an appropriate manner 
when the interface is subjected to inputs which are out of specification; 
contains a unspecified sentence because the term: interface

� Here, possible uncertainty about “interface” is resolved in the preceding 
sub-clause.  In all the other clauses, the term “interface” is specified by 
an adjective or a complement
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Evolution of related research work (at 
ISTI-CNR and in general) after QuARS
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� Broader field of Requirement Engineering, also including 
railway domain

� Extension of Ambiguity dimensions beyond traditional quality 
characteristics

� To resolve false positive issues and perform impact analysis, 
recent research provides methods and tools that address 
domain specific expressions 
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Domain-dependent Ambiguities - 1

� Compute the ambiguity potential of typical Computer Science 
words when they are used in different domains.

� Domain-specific ambiguity can be: 
� Lexical: e.g., windows – operating system or glass openings of a 

vehicle? 

� Pragmatic: e.g., machine: a software system or a specific medical
system for diagnostic support? 

� Generality: e.g., interface: software or hardware interface? 

� 5 Domains: Electronic Engineering, Mechanical Engineering, 
Medicine, Literature, and Sports. 
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Domain-dependent Ambiguities - 2

� Approach based on Wikipedia Crawling and Word Embeddings

� Results:
� Some terms are ambiguous in all the domains (code, database, 

support) 

� Some terms are ambiguous in some domains (part, interface, 
machine) 

� Some terms are never ambiguous (user, level, change, 
information)

� Reference: Alessio Ferrari, Beatrice Donati, Stefania Gnesi: 
Detecting Domain-Specific Ambiguities: An NLP Approach
Based on Wikipedia Crawling and Word Embeddings. RE
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Comparing the meaning of terms across domains
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Meaning in 
Computer Science 
domain (outer 
border)

vs. 

Meaning in other 
domains (colors)
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Application to Railway Requirements -1

� 1866 Industrial Requirements (from ATP, CTC, Axle Counter)

� Rule-based approach implemented by railway domain expert, 
to adapt the approach to the language of the company, based
on the GATE tool for NLP

� Check for ambiguity, vagueness, incompleteness, missing
references, passive voice, etc.

� Results: 85.39% recall, 83.16% precision
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Application to Railway Requirements -2
� Domain-specific adaptation is crucial to improve the 

performance of rule-based tools:
� Example: terms such as light and sound are not vague, when they 

are used as nouns instead of adjectives

� Example: the company may systematically use expressions such as 
It shall be possible

� If a tool is developed internally, these systematic false 
positive cases can be discovered and discarded

� Reference: Benedetta Rosadini, Alessio Ferrari, Gloria Gori, 
Alessandro Fantechi, Stefania Gnesi, Iacopo Trotta, Stefano 
Bacherini: Using NLP to Detect Requirements Defects: An 
Industrial Experience in the Railway Domain. REFSQ 2017: 
344-360
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Application to Standards

� No further research work happened for Standards, but 
new technology may be adopted, to cope with 
Standards peculiarity

� Traditional (QuARS) and new tools might be adopted in 
Standard developing WGs
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Annex – ambiguity: examples, anecdotes

� Ambiguous requirements
� ISO26262: “Requirements verification” double meaning 

(probably contextually solvable, glossary definition vs. usage):

� To verify requirements against some rules (testability, 
clarity, traceability, … )

� To verify software behaviour against requirements (test, 
code inspection, ...)

� SW development for <US City> tram : meaning of 
“parameters” for different developing teams

� Compiled function parameters vs. PTU provided 
configuration data 
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Conclusions

� Problems related to “if, why and how” a Software 
Safety-related Standard “works” were faced in 
technical literature and discussed in a first thematic 
Workshop and Report.

� None of the position seems to prevail, but the questions 
analysed showed the opportunity for specific, planned 
studies and surveys.

� Here we focus on ambiguity detection and removal
� Impact analysis research should also be performed: can we 

exclude that ambiguity in Standard text has any impact in 
safety?
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